Course Glossary

GLOSSARY

Glathiaal) Juda

Key Term Acronym/ Description gl | Laidyl/ ) lhaal)
Synonym aa_palf
access The ability to gain entrance to asset slaall Jsaa e 38l Jedl

active sensor

An electronic device that transmits
energy and detects change in the
received energy

o ) vy A Gy i S e
Ll 2y i A8UAl) il g

LED JlaZiay) Jea

programs are allowed to run, while
all other programs (including most
malicious software) are blocked from
running by default; enables only the
administrators, not the users, to
decide which programs are allowed

k—\P(BJL&AM &L\:\MJJ\ nﬂh‘_gbu) GA\_).J\

o aSadll g ¢l e Jandl (g Lgzia &y
gl ol aail Gpeadiiall a9 3 )Y & sk
Janlly Led mlendl s Al

addendum An addendum contains resource oAl peal ) g5 3 g o Balall 5 5ing Galall
material that supports the 3 gl Jilu s ALY Ganali G <l )
presentation or exercise. Examples LEal aly (852 53 9 B3l Jaal) Gl
include job aids or worksheets.
Addendums are located in the
Participant Guide.
adversary An individual, group, organization, or “\JM-\\-* p g :*A;%;‘ dabia o) delea 4 35 PE]
government that conducts activities, Ll (pe Andily oLl e 5 50805 Ll 53 Led )
or has the intention and capability to Bl Sl e sSally 3V @)
conduct activities, detrimental to a
government or facility
animation An animation is a moving graphic doala g pa OsSa p (Soall patll SA nyal
element on a PowerPoint slide and is | =08 leaas 0 5Say s skl dag i e
designed to illustrate key course 30530k Aal ) palia Lyl
concepts.
application A proactive security technique where REPS SV DV | FRGITEN P A NP slidaal) Aaildl) alai gada
whitelisting only a limited set of approved Al 058 Jandls 48 51 gall el Jall (e 3 5350
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torun

area lighting Artificial illumination that exposes alSS ll pelibual) selial) jilas dahaial) 3oLl
locations inside the perimeter that Ca ) ) JUaY) 8 Alal 3l
intruders must cross in order to reach pedlanl () J a5l o slludiall 48 i, o)
their objectives

assessment A necessary step in the detection Olasal sl dglee (84, )5 il o 58 Al)
process to ensure whatever caused DY) Slea 3 lha (33Ua) s e o i)
the alarm can be identified

asset Person, structure, facility, 3 gall 5 ectilaglaall g ecliiall 5 cdzidl el Y Jga)
information, material, or process that dad A clleadl
has value

asset analysis The complete description of the il i Al J pea¥) Ll Jolsll Coia gl Joa) Jelas

types of assets under each sector or
category of critical infrastructure and
the identification of undesirable
consequences for each type

Aol Ll Al e i ff gl US
dS oo Aaalill 42 pall 58 ) gl iy jais
L

balanced protection

A characteristic of an effective
physical protection system that
ensures no matter how a terrorist
intruder attempts to accomplish the
attack goal, the intruder will
encounter effective elements of the
physical protection system

eJadl) bl Aleall ol gy pialy Apals o
Y)Y slae J8 lana Lo a3
Wi eJluiial) yuaiall 4a) 50 Cum dya s

@l (e Al (e Allad jualic da s

4530 giall dlaad)

binary explosive

An explosive manufactured and
packaged in two different containers
with each container housing a
different component. Neither
component is classified as an
explosive until mixed when it
becomes a detonator-sensitive
explosive

O sl (A Ll 5 Lgaiall o 3 jadia 3l 5a
Ll ) gz jall Jsatid Laa Laga 3 5130 Y)
il Sleald Al 3anls

LAl &) jadial)

bistatic microwave

An electronic device composed of

Jus) Sl 2 e 5SS Slea

Gl gy Jladiny) Slg

sensor two identical microwave antennas Okl (e LegaS i a5 ulildia iy 5 Sa Al iy g g S
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installed at opposite ends of the
detection zone

2ol ddlaia (e Cpbilaiall

television

blast seat The source of an explosives Al il el jhae JadY) jaaa
detonation
blast wave An area of pressure expanding O gall A8 Aoy 2241y (53] Laial) dalaia Jadl) da e
supersonically outward from the Syl jraszla
blast seat
Bureau of cT Bureau of Counterterrorism (US State il sl ) HlaY dadlSe iSe | T oY) Aadlsa iisa
Counterterrorism Department) (RS ey
Bureau of Diplomatic | DS Bureau of Diplomatic Security (US A Al 8l ) s) e shall (¥ Se | DS e sludll (e e
Security State Department) (CESERY
bypassing The act of going around a sensor’s alall aa ) Adhaia Jsa el dilee A
detection zone Dbyl Slea
chemical, biological, | CBRN Chemical, biological, radiological, and | 4ssils delad) s dua ol sl s 45wl 3 5l | CBRN ) 4-*-'1-?453‘ 3 gal)
radiological, and nuclear aelad¥ls sl sl
nuclear sy
closed-circuit CcCTV Closed-circuit television Adlzall 43 5 540l 3 300 | CCTV Alral) 435 g9 AL 3 il

collaboration

The process of working together to
achieve shared goals

38 yifie calaal (a8 laa Jaal)

)

command-activated
method

Bomber initiated IED by remote
control or command detonation

S n e Sl alends o Jat e i Jlen
BONE

T G T

community
awareness program

An interactive program designed to
provide citizens with the basic tools
needed to recognize and help
prevent terrorism and criminal
activity within our communities

Aula Y eV @) Y G gl )
Alaall Ciladinall 8 Lenia g dsal Yl

dpaiaall 4o i) ali

community The process of fostering cooperation | (sl ginall sbime] G 0 slaill 53 2 lee (aall aainall A4S JLiia
engagement between community members and Al el ) s Aalily dlaall 4 Sall
local government by establishing plaill 5 dalall ABlull Cppnil B 2 i
dialogue, building rapport, and
strengthening relationships to
enhance public safety and order
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using metal detectors, package
searches, and explosive detectors

community A community engagement and Bsia 5 i) A HLially alal) iladl) ) Lmaianall A5 jLisal) Lilia
engagement and human rights discussion is an Gsia o pdlia asildia B s ludY) Obdy) 358 g
human rights opportunity to examine the benefits e sall pgdilda gl (pS JLiall o)) A lus)
discussion of promoting human rights in the

conduct of the participants’ daily job

functions.
community Law enforcement agencies and the Ol A8 VIS 5 e IS G e laadl Jaal) fainall g cils) pld)
partnerships community and organizations they L O sa s (A ilalaiall g aainall 5

serve working together for the AT 33055 JSLARL Jglall o gl (a3l

purpose of developing solutions to 08 Ml by

problems and increasing trust in law

enforcement
container An item or vessel that commonly Sle Bale G5 sl A £l 5l adle aglal)

houses or conceals the complete IED 4l 58 5l alalSy o all jadiall Sleadl

or principle components of the IED R
contingency A method to develop well- aaill B 5l B Slel Y] skl sl ¢ AaY) Jaghadsl)
planning documented procedures for 2ay o gl g Alddiadl) cala Yl e

identifying potential targets, SV e Jelll 5 dlainall gl

responding to potential threats, OSa Al 4! Sﬂ.‘ (6 e aais dga Al

interacting with external agencies, ) sall alide (3 Lgalasid

and determining the level of use-of-

force security can use in various

situations
contraband Examining personnel, materials, and g0 A 2 1 Sl shanall 5 2 gall 5 2 YN and 5 shaaal) 3) gall il
detection vehicles to detect unauthorized items | waxis «odbaall (RIS B jeal aladinly de giae

countersurveillance A reactive and offensive security LSUl adiiy e saa Jad o S il ¢l pa) Aaal) da )
measure used to confirm whether Alae 48l ye dglec 29 g
hostile surveillance is occurring
critical asset Any people, information, processes, Clana sl el ja) 5 Slaglaa o) 3131 4 z A ¥
and equipment that must be Aaalill 58 el e BV pial Lelan (s
protected to prevent an undesired Sl s i
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consequence from occurring

coordination and control of
responses to a terrorist event or
natural disaster

Laaada &S ) s ) sl

critical incident Any natural or man-made event, civil ls (bl gia (a5l oraks Cidla gl | phadd) Gualad) g AN &l
disturbance, or any other occurrence & Dld Al Al S :f-»‘-"“ Gl bl
of an unusual or severe nature that o Al gl (B cndy ) 2 @le
threatens to cause or causes the loss J*\..‘:’ A *‘L}“Sff iSliad) .,C‘J.Jw
of life or injury to citizens or severe 4‘*‘*5’1 C"{\J_‘, ML‘“ d;“\ o uh““‘
damage to property and requires el Biiads Bl laliay)
extraordinary measures to protect
lives, meet human needs, and
achieve recovery
critical incident A standardized plan that outlines Atblenl) dpend I Jalail) Jadis Apuld Al o Y dadgaidad
management plan processes and procedures for cllbain) e 3 skl s Gausill 450 a2l Ao adl &l gad)

critical infrastructure

Systems and assets, whether physical
or virtual, so vital to the nation that
the incapacity or destruction of such
systems and assets would have a
debilitating impact on security,
national economic security, national
public health or safety, or any
combination of those matters

SN cz\_:“}';a.«.“ ‘9\ :QJ\.AS\ ‘d}».a‘l“j Adasy)

sf Lelilans ) Camy DU 4 gaal) duaa)
YL 88 | o 3aly o il e by s
sl (LaBY) (Y] ) b gl el
Lae gz 3 sl ) edaladl LD 5l daal)

-

S

A al) L) i)

critical infrastructure
assessment

A comprehensive evaluation of the
critical infrastructure components of
a given critical infrastructure

o) Atial) Al i S ALLS s Alec
Lipme dilaie alall Lol Al

Lol ) s
LEQN

critical infrastructure
assets

The resources (people, information,
processes, and equipment) that
support the operation of a critical
infrastructure

“Lﬂ:\LuJ\ cuh}u\ cd\ﬁ‘}“) JJ\}A.“
hlaal) aula sl ela¥) ae i A (landll
iy Al Al el

Ll ) J gaa
LEQN

critical infrastructure
categories

The sixteen sectors whose assets,
systems, and networks, whether
physical or virtual, are considered so

(Sl 5 J gl s Aadaid (5 sm g8 16
DL A ) a3 Ay giadl ol dualall
Gl o il (el jpaxi g Lelibant o g

Aol Ayl i

13 )
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vital to the nation that their
incapacitation or destruction would
have a debilitating effect on security,
national economic security, national
public health, or safety, or any
combination thereof

@ sl daladl L) Sl daall i galaiEy)
G Laa i 3e

critical infrastructure
components

The physical conditions, facility
operations, policies and procedures,
regulatory requirements, and the
safety and legal considerations of the
identified asset

ki\l.ual:\.un} CELM. | &LI\T.\.‘AQ} 6%.3“\ uj)H\
A @l e Y 5 dsadaml) el Ay
i) aaa s (38 el A il

Al Al il gSa
LEQN

critical infrastructure

CISR

Critical Infrastructure Security and

da_al) Al Al a5 e g (el

CISR

40l &g pa g al

security and Resilience A al) Al
resilience
cross-border Any critical services such as banking Glleall Jie da ja dpaa] b Gl 49) agaal) e dpubal) 4pid)
infrastructure or telecommunications that are oAl sy (B a8l 5l VLY 5l 48 el

located in another country or have a e slaall dadas) e 3 o Ay 2aiad (A

crucial dependency on information ALl Abadl) 4Y 5l 5 3 ks Ui 2 &

systems outside of a given country’s

jurisdiction
cyberattack An intrusion into electronic and Gila slaall Aadady () ialy 5y i< Jls sa S oad) 2 gagd)

digital information systems, by way
of cyberspace, targeting an
enterprise’s use of cyberspace for the
purpose of disrupting, disabling,
destroying, or maliciously controlling
a computing environment or
infrastructure; or destroying the
integrity of the data or stealing
controlled information

i Y Gy sk e Al g A5 S
e g pdiall Al yaall aladiul) Jils s Cilagiul
sohall 5l aexi sl CalE ol Jadaail 4, gl
Agail) Al gl sl CilSed e duilaal)

A o o L) Al yaes ol Aui g SIY)
Al Al e slaall

cyberinfrastructure

Electronic or digital information and
communication systems and
databases, and the information

Aadail g Aadd 1 5l A5 IV Ol glaal)
Ao o) e sladll g ecliball ac ) 58 5 Jleaiy)
Lalal) e juy) Sl il ol b

A yuaeal) dpailua) A0
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contained in these systems;
organizational intranets, shared
networks, and the Internet are all
part of cyberinfrastructure

e sl 38 Lie S 5 AL Cilalaially
5K (o LS yind Ay ol A0l Bl pall
Al ) A

cyberinterdependen

The compatibility and commonality

aactl) Aadail (pa ) L) g 500 53l A o

& Jabdall slaie )

use of, or exploitation of electronic
information and communication
systems and databases and the
information contained therein to
ensure confidentiality, integrity, and
availability; and restoring electronic
information and communications
systems in the event of a terrorist
attack or natural disaster

il e g8 5 A5 KV Cla slaall Jhaiad
A g SV i) A add) cilasladll
bl Aad 355 A ) e Laliall el

o slaall 3l yiusl 5 ¢al 2250 Lgialil 5

(& i 5 I Uiy Aalaif 5 4 5 Iy
S asas ol a5 S e @5 A

cy of computer operating systems, ey pulall by i saSlly Aalal < A
networks, and databases across Aadaidl 3 plall 45 JIY) il
many systems

cybersecurity Preventing damage to, unauthorized | 4 a3 el e ahaiu¥ly sl Clilee aie ) i) CaY)

cybersecurity

A personnel role in the information

Qﬁ)ﬁy&eﬁuﬁ s 3 8 gy allaimy Agia g
Ol (383 A Bac bl (ia yan il glaal)

) A Gatiga

information environment consisting
of the interdependent network of
information systems infrastructures
including the Internet,
telecommunications networks,
computer systems, and embedded

Al g e glaall dadaty Al xial) il (e
i Y el A La Al glaal) Al
Aadail 5 o guslal) S5 5 JualY) S
Jals LS i 2ty 3 36a) yilu s 5 gl
3 yhand) g Juadidll Calaal (3a8a] ClSual) olls
oSl

engineer technology department that aids in 2
cybersecurity by determining who I 35 Gy sl oo (Sl opadl (Slasladl)
requires access to which information; ) a5 ¢la slaall dﬁ*‘{“*’ oel g pad
plans, coordinates, and implements Aalal ‘%"SMH ‘-?*‘fu’ Sflaayls bl
information security programs; and = 4”&‘%‘,.@ °:‘°L““.SU ‘wy‘c‘“‘ﬁ
helps protect against Internet threats Josd A5 u)f.\‘ﬂ &)‘\E u\L u\»«\J\ U,MH_'
that facilitate cybercrime s S ol des Sl
cyberspace A global domain within the Laall e 0 5S5 Gilaslaall A LA alle (3 AN pladl)
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processors and controllers

cyberthreat Any circumstance or event with the Alding 3aliae &l i Ll Slaal 5l gk 4 o el gl
potential to adversely affect an oo Jal Gk Ge Slasbed) al e
information system by way of 3 Slaglaall Joast ) o33 5l iy i sal
unauthorized access, destruction, Atlashaall ilasal) Jidaas
disclosure, modification of
information, or denial of service

data call To request information about the site | Stxd a8 sall 3 L) i adsall (e Dilaslas il bl ple Xl
prior to actually performing the site
visit

decay A shock front’s very rapid drop in palall Jladi¥) s i s g e b s 3 gadl)
pressure as it travels away from the Dan (o um et a5 desall dasiay
blast seat; objects in the path of the Gk (A5 sl ;me Claps ¢ ladsy)
shock front can affect the rate of 25aall Jana (B 55 O 4 jladiY) ds sl
decay

deceit An overt act of trying to misinform 5 s )y Aslae (8 alh dee gladd)
someone to gain access Jsaall Baail (alad)

delay The process of slowing down Gaob oo Alludall jualiall a8 sla) dolee 5 BYENE Sadaail
intruders’ progress by increasing the o8 (58a] 48 jaiusall dyie 3l 5yl AlLa)
time it will take intruders to achieve
their goal

deployable barrier An obstacle that is only activated 3¢ g s vie L Lehadl (e (A Sl sall Sl ALE ) gal)
when there is an actual threat or )
attack

deployment The actions of the security force from | 358l jwalic Ladaii Al IS jatll de sana 50 raliall pdd Jeaay)
the time communication is received iy Jlad Sagaag 5 HLEY) A e AiaY)
that an intruder is attacking until the O LSl Al @l sall ) Asiad) 58l o
security force is in position to Abdiall jualiall (5558 A Jlae ¥} l jie)
interrupt the intruder’s actions LS

detection A process in which an alarm sensor St e 1Y) 8L GO L o dulas 5 adsl)
activates due to an intruder attack, a 3 el 5l B AN Ggan ey ey
nuisance alarm, or false alarm QIS LI b epmle A

deterrent Delay prior to detection; no value 2 g Y Cua ¢Jlall GLES) e il Jadaad gl paic
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added to physical protection system

Aol Ll U] RiLae And

diversion of The unlawful movement or transfer S Slaslaa gl Jlgal Ja5 5l g g pdia ye el jas 3 gal) s Jy g2l
materials of funds, information, or equipment Glare
entry control A way to allow only authorized A sall 5 ¢ s3lall A1 AN Lasall Jadd 22a3 25, Hla Jedall B asatl)
personnel and materials to enter the Al e ) ae LI 530 L 7 sl
facility; detects and prevents Ay o) gus Lp 7 a3 Y laa
attempted entry of unauthorized oA el 5 Slandll ) o 2
personnel and material
error rate The percentage that a specific entry | ) <slal Lo asiy (Al ol jall 23e] 4l Al sady) Jura

control technique or process falsely
rejects an authorized person or
falsely accepts an unauthorized
person

il A by L) Slally oSatl) dulee
g ran e paddl Ghla Jay 5l Al el e
4l

European Union

A group or confederation of
European countries that adheres to a
standardized system of laws

plasy o 3l Ay g 51 DBl (e Baniae A sans
Ol sl e uil

9093 Y

i)

explosion An extremely rapid release of energy A s (BI85 g H) A8l Jila (33U
(gases) in the observed physical A puall LSV e A e B g (A AT
forms of light, heat, sound, and a Lalabaa¥l s 4l all s sall 5
shock wave
explosives Substances that have the potential to | s 48Uall (e dlila LS $AULY AL A sal) < padial)

release a very large amount of energy
in a very short period of time

Ol e lan B yuad s i

false acceptance rate

A measure of effectiveness of entry
control; the frequency at which false
identities or credentials are allowed
entry (3 out of every 1000 entries)

T s (Al b o) Bled
L 3y 555 Gl Jsan mladll
(Jsao An 1000 JS Ga 3) i e

JEG LAY clecd) Jona

false alarm

Any alarm where the cause of
activation cannot be determined

(PL S RURTRRRTREN PRI (R [ K

A, Ay

false rejection rate

A measure of effectiveness of entry
control; the frequency at which
access to authorized personnel is
denied (1 out of every 1000 entries)

b A Jaali g Ay oSatl) A lad il
Oy 1)@Juﬁujdg}suua@idjs;
(J522 421000 S

A B 28 ) Jaa
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feasibility Implementing security measures that sl e ol Ahaiall Ga¥) jpla Gk XN
are logical based on the situation and | s 21 8Y1 s Al o ) sall § i Sl 2l e
considering time, financial resources, Gkl xie 4y gllaal) Aaliall 2 ) sall
personnel, and resources that it will
take to implement

firewall A network security system designed A dgleall 5 ) aaian (Sud il Ll G Ul
to provide protection against outside g dae Gub e Eﬁ)&“ paedl alie
attackers by shielding your computer | <= &8besteall 4S50 5l i 5811 8 jea) dleal
or network from malicious or & s m e {‘,i‘*‘i dsaa )
unnecessary network traffic and Al Jsaa (e dipall Clasa )
preventing malicious software from
accessing the network

flow rate The measure of the time it takes for oadd iy S5 aiual) a3l il s (@8l Jama
an authorized person or material to g oA Adaii gl M (e 3l 5e ) 053
successfully pass an entry or exit
point

force An overt attempt to overcome a el el allas e Qlaill 3 jalla Al 5 58l
physical protection security system aially
by violence

fragmentation Occurs when the blast pressure effect | ! oY) JiV1 b Jsat ladie daasy (adal)
of the explosion breaks the material e ALl (g o 3 JS50 S Al Balal) i
that had been part of the bomb or of Dyl Aol oSV
nearby objects into pieces

fragments Pieces of a bomb or nearby objects Aol e L2V 5l Al o) jal) (e adad Ll
that are carried outward by the blast DVl A 5o dady Lelaa oyl
wave

gap analysis The process of identifying the Slela¥) o (Bsadll) B yaaiddee 5o 5 sadl) Jalas
difference (the gap) between existing 4 somall el Qe jal) s Al 4y
security measures and the necessary il
future security measure(s)

gap analysis process The steps that security managers use #1125l aY) 5 e Leadiing Bl 5 sadl) Julali o) s
to compare the actual performance e1aYL G galall iYW alail  Ledll"
of an existing physical protection Al il Ml
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system with its potential
performance

and is distributed at a designated
point in the course. Examples include
knowledge surveys or exercise
injects.

Jaidis .BJJJ\‘;BJMMJ&: [PERRP
CroLS sl s el i) e dbiY)
Ay

hacker A person who seeks to gain g e JsAd Biat Jglay add g Grdal)
unauthorized access to the computer | s dalall cupulall Clily e ¢33
data of another person or dabiia 4l Al
organization
handbook A handbook contains resource wmll ae ) g5 2 5a o Sl g ging st
material that supports the Slaslaa ) Aol yia dlls Al 52 ABY) el
presentation. Examples include a Bac (b Lgaladind (S LAl (Say s A
threaded case study or other S
information that participants use in
multiple modules.
handout A handout supports the presentation | ais o2l aod e de ) sall Jall 48 ) 5 Jaxs ds jsall 3 g

device

improvised manner incorporating
destructive, lethal, noxious,
pyrotechnic, or incendiary chemicals
and designed to destroy,
incapacitate, harass, or distract

Bl 3 b= ) ASlga sl 5 5000 2 50 e S
3 opedill panma g A8l SlslasS 5 40
sl ALl 5 Sy jmatl

hostile surveillance The discreet monitoring of a person, Adhie 5l sliia gl Gadll 3yl 38 al) Lolaa 48 40
facility, or area with the intent of Oe S8 Al sl e shea) ges
gathering information to formulate a (a0 psaa sl e ) ddee e Allaia
plan that will enhance the likelihood
of a successful terrorist operation or
attack
human rights Freedoms established by custom or sy o el (85 Lgaia g 4ty by a (A Olady) G a
international agreement that impose | &> e bl Hulaa (i i 5 Al 52 480
standards of conduct on all nations O
improvised explosive | IED Any device placed or fabricated in an Jaipe i e ailay 5l e 50 Sl 5o | IED Jalipe adia g

incident command

The location from which the incident

0o Jypuall il 4ndding (oA ad gall 58

ialal) 38 K ya
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post

commander manages search and
response activities

)SL»:} k._ljléﬂ‘} &L\;JJ\ C_IL”\SAQ ‘; aﬁjy‘ EJ‘J}
o biall i gall Al Lalall ddaiill

incident pressure Exerted at right angles to the point of 2348 ol HladiY) As ol Ul 50 e Jarall lal) b
detonation as the blast wave expands BECMEESS
information system A discrete set of information 23 G Ala slaall 3 ) sall (0 Aliadin de gana ila glaal) alis

resources organized for the
collection, processing, maintenance,
use, sharing, dissemination, or
disposition of information

lpuall 5 dallaall 5 paall (al 2 Y Lardass
O paladl) sl il g A4S il 5 alasiny)
Cila glaall

information system-
related security risks

Those risks that arise through the loss
of confidentiality, integrity, or
availability of information or
information systems and consider the
effect on the organization (including
assets, mission, functions, image, or
reputation), individuals, other
organizations, and the nation

Al 3 gl Ay pudl (jlad e AaSU lalad) olls
Aadail ol Leiali) g a8 65 (g2 5 e slall
elly il jlae Y cpy Hhaill pe e slaall
Aagall 5 (Jsa¥) @l L) dalaiall e

S @Y1 cladand) J<E 5 ccaitda
A 5 cladaiall il g il sall o(Lginans
L i

Aalial) AaY) jhldall
e glaal) dadaily

information Any equipment or interconnected doe 8 Aakail ) dlaie Ak} 5l Claae &) il pleall L ol pd<S
technology system or subsystem of equipment ) A B Al (8 deadiuall Gilaeall

that is used in the automatic 3 AS Al sl ) ) cdallaal) o Al

acquisition, storage, manipulation, ) edall ) ‘d“*‘j“\?]) 3 ‘U"U"J‘.J\ ‘ER‘L‘ffJ‘

management, movement, control, — o ULAM‘ ", “'M'“n du“‘ .?\ “M‘

display, switching, interchange, U\;‘:\Q ‘iuf u~4tj '.,L‘J:j\ A u:"‘;

transmission, or reception of data or ;rw‘ if\jﬁ\j{ )3:} ‘&é“g}\:&b

information by a law enforcement o ol i ol s L;e) ‘E‘:QU

agency — this includes computers, 1)l il 25l

ancillary equipment, software,

firmware, and similar procedures,

services (including support services),

and related resources
initiator The IED component that activates Jadsall Jadiall Sleadl il Sa e e a5 gl

(initiates) the detonation of the
explosive device (main charge)

Steall dals Jladsl (eadl) Jemity o 5 (53
(it N it Tintll) aiidl
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insider threat

An authorized user of a computer
system who attacks the system after
logging in, exceeds their computer
privileges, or violates organizational
security policy or laws; may be a
dissatisfied employee or a contractor
with system access

phaiul Al 7 jeas padid ol e Ly 2iagS
sy 5l Lo g gansall 2gaal) 5 slah o o8 o
Ja1 Ly J senall dia) i) 5 oyl 53l
3V e cunle (il g 5Ss 38  ¢iadaial)
Aalis 4y dakaidl) pae cpilaiall (o gliall aaf
RN

I pagil)

interruption

The successful arrival of the security
force at an appropriate location and
in sufficient numbers to confront the
intruder(s)

Culia a8 ga 8 43aaY) 5 58l ealill ) guca gl
el yaliall dga) sal S dlacl

oAl ey

intrusion detection

The process of monitoring the events
occurring in a computer system or
network and analyzing them for signs
of possible incidents

fLE df\) ds.\ ‘;ﬂ\ c"_a\f;?(\ :‘...\é‘).d lac
iy e Uiny Lelidat ae 38000 5l 53 50l
'] -

M\MJ

intrusion detection
and prevention

The process of monitoring the events
occurring in a computer system or
network, analyzing them for signs of
possible incidents, and attempting to
stop detected possible incidents

(:UAJ d}“b‘-‘u—m &\f;‘j.\ 3.\5\_)»37\_13,«;
&l e Ui Lelidasd ae 4803 5l i graasl
‘M ut \(M"Q@A&dhﬁ!ﬁ}&}“ﬂ“

Jleadl) pa g 2z

intrusion detection
and prevention

Software that has all the capabilities
of an intrusion detection system and

i) A glae Lol (S g callidiall aea  ldaiy

M‘EAJMJ?LES

system can also attempt to stop possible Aldiaall Jludll Sllee
incidents
intrusion detection Software that automates the Jhadll say Sllen o g8 i gaS el Jleal) S all
system intrusion detection process; may or G U5 pme s Y sl (5 a8 Al A5, hay
may not be detectible to the intruder Ll Jslag (53l eaial)
intrusion prevention See intrusion detection and Jhall aia g 2y il Jheill ada
prevention
intrusion prevention See intrusion detection and Jlaall aia g dua y ollai ylai) Jleal) Cads ol
system prevention system
kilogram Kg kilogram et SS | Kg al S sls
kilohertz kHz Kilohertz o SIS | kHz Fiow sls
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large vehicle-borne | LVBIED Use of a large vehicle as the 5 el iy slaS dediin LS je pladiul | LVBIED Al sl S adial) 3 5¢2)
improvised explosive container and delivery method for an Ledia il Al oS 5 Ala3 yall 3 jandiall S 4 gle A ganall
device IED 4adua
limited scope A physical protection system is likely e Aalall Alaall sl Jaildy ol s el (10 93aa Jlaa 3 1ol SLEA)
performance testing to have many components that Aol 5 sl ol A S sSall (g S

would require large-scale Yoy Ladly Jﬁ'ﬁ““ﬁ;‘ OS85 3Ll

performance testing, which may be | 33 el SILEST el jal (S olls 00

unrealistic. Instead, a limited scope Aaall Ui (e Baaaa sl L Juls ?M\

. RERA|

performance testing can be i

conducted on only specific elements

of a physical protection system
line-of-sight An expression used to describe a pufivue bd Cha gl padine yun g 4500 ad <) ba

straight line or unobscured view DY) Huas G degae e D)

between the source of an explosion gl (a3l 5

and its target
main charge The primary explosive substance of i sSall Gann Al s N B2l 2 A ) Adad)

an improvised explosive device Ui jall 3 jadiall 3 jea 4y
marginal The rating used in evaluating Alead) ol Alad pnli A pausall il algd) Jaral)

effectiveness of a physical protection Ge o5 Y23 Y ALl O (s - Aalall

system; means that the system only S i ) dlaiaal) aY) aliay)

partially meets identified protection e Ol o3 Alaall ‘L’l*ng‘ 0‘.“'*‘5 o Sda

needs or provides questionable el s 13) gy il

assurance that those protection

needs will be met should they arise
miles per second Mps Miles per second Al 8 dwe | Mps Al 2 Jia

minimum
consequences of
component failure

A characteristic of an effective
physical protection system that
provides contingency plans so that
the system can continue to operate
even after a component fails

) aagh Jladll galall (eY) alail Apala

O AL (S Emy & Jal) Lkl 5
) Jdd oy s Ada gl 2 B ) jaiay)
43 K

Jdd ) gl AaY) aal)
<l gSalf aal

monostatic
microwave sensor

An electronic device composed of a
single antenna that is used to both
transmit and receive

28 duoal e 0558 (S5 Dles s
JuiuY) s J ¥ ik g o1aY axsiny

Cla gy Jdin) Jga
Al g ga iy g9 Sa
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The point at which intruders’ actions
are stopped and intruders are no
longer able to fight against the
security force

M jaally pealiall Gl dla) g dllicia palic
) g e JUl) ) gaalaing

network A group of electronic components ) Dl slaall & LGS A 5 S]] DU S de sana aal
that share information or interact Ak g oLl i s andl Lgnans pe Je i
with each other in order to perform a Ana
function

neutralization e o8 A Jlee VI Calay) Lo oy ) Adadill Ladl)

.

nonmaster key

Unlocks only the lock for which it was
made; opposite of a master key that
is a single key that unlocks multiple
locks

system

procedures, and equipment for the
protection of assets or facilities
against all threats

cre cliial) o J seal¥l dlan (pa i Cilanall
Glaagill 4a<

nuisance alarm Any alarm not caused by an intrusion s  glae e 70 e ) () o) Iy
Office of ATA Office of Antiterrorism Assistance (US 800 5) ClaY) dsdlSa A sacludll S | ATA dadla b Baelual) iika
Antiterrorism State Department) (BSed) i) <y
Assistance
passive sensor An electronic device that detects paiall (e Baial) AUl aa S S Slea led) i) Slea
energy emitted by intruder Jludll
perimeter barrier A natural boundary, freestanding ) ity L gual) )l sl ¢ anda aa 58 oY) bl jala
fence or wall, or the outer walls or el el Jual sl ) s a1 gl
divisions of a building
physical protection PPS An integration of people, policies and Glel ja¥s bl s 28V G aang ol | pPS Aalal) Aleal) Ul

policies and Basic written guidelines to ensure Allad lasal 4 Sl aulisY) SALIY) sl Yy Clubad)

procedures standard operational physical Akl Alaall alail ads 5l) £1aY)
protection system effectiveness

policy General guidance regarding an olaall Aalal) dalall Aol )Y da phasll o Adpuad
organization’s operational standards Ackaidl 450leal)

power source Creates electrical energy for an Jlead) i Doy 4y oSl AUl o 5 5y ABlkal) juae
electrically initiated IED dai el aiiall

probability of The likelihood that an intrusion CALEESL Cplludall da ) lea oL dllaial cadsl) Jlaia)
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detection

detection system senses and actual
threat or attack

b asna sl g sl Jladll 4lee

probability of The likelihood that a terrorist will Sh ) asaa Ggas VL) G s A & gaal) Allaia)
occurrence attack or an undesirable event will Ase pe e dadl

happen
procedure A specific series of tasks, steps, and o) shadll g Banaall algall (pe Alubis 58 sl Y

processes necessary to accomplish a
particular goal; how the organization
intends to carry out operating
policies

S5 I s S 5 il U5 oy
el i) Lesldan

progressive collapse

Occurs when the collapse of one
structural element causes the failure
of adjoining structural elements

Sy ol jalie aal el Latie s,

maliall U S Ll e o g lea
B skl

a0 g

protected paths Routes and areas that have been il Lernall o3 Al Blaliall 5 lllusall 4 daaal) @l jlal)
secured for security force response oY) sl dial) Ay

protection The capabilities necessary to secure Jueel s ha gl el & ) 5 el il 4laal)
the homeland against acts of Al pia e gl Agmpda &) Sl Ala )
terrorism and human or natural
disasters

protection-in-depth A characteristic of an effective A5 el Gl pllai L ey Apals 0 ddranl) Alaal)
physical protection system that 3 i Al glas o Jldall paiall s
requires an intruder to avoid or Lied) dglaall 8 el (e 220 e il
defeat a number of protective o dsa sl (o (S S ‘d“‘l“““ A& b
devices in sequence to reach an gl 5l il
objective or target

reflected pressure Occurs when incident pressure is not | %) sie e Aalall Lo grall ()5 Ledie Saaay aSaial) o)

parallel to the direction the wave is
traveling as a result of making
contact with a structure

a5 ) & ek A el e slai¥l 3
LY IS n el A

regional security
officer

RSO

Regional security officer

oY) G Lila

RSO

g.a,,\ﬁ'g‘ Y hasla

resilience

The ability to prepare for and adapt
to changing conditions and withstand

&J}\)H\CA&J;\SSJ\} (Aém\} J\JS;:}”‘;QE‘)JSM
wkw@hﬂ\}ﬁwbﬁw\

;\.'UJAS\
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and recover rapidly from disruptions
such as deliberate attacks, accidents,
or naturally occurring threats or
incidents

ST 5 3raxiall Cllangll e SUTal
Lmpdall Ealsal) 5l cilanagall

effectiveness of a physical protection
system; means that all elements of
the physical protection system are
working effectively to maintain the
expected level of security

0¥ allai pualic g o ny - Lol
Y G sl e Llaall 3.1y Jasxs galal)
gl

response The actions taken by the security el 431 3 58l Lo a 85 Al JladY) de sena Alaiuy)
force to prevent intruder success 488 Gaiai A zladll e Jludiall jeaial)

sabotage The deliberate and malicious Aty Gl all 5 liiall danial) Cudll yuexill AL
destruction of property with the il 5l 5 Clarall 5 o YL ) el Gla)
intent to cause harm to people, O R s Silaslaall 5 430 2 Y)
equipment, processes, and Apsad) Gl jally el ¥l Cloleal
information with the intent to disrupt
or stop operations of a facility

satisfactory The rating used in evaluating Aleal) aUai Allad ani A aoddisall o) Jgsla pasi

secondary critical

Secure areas that are accessible only

5o L8 L] Jpm ) (S o1 e 35

ARy SPTATIPWAY]

procedures and processes that when
taken as a whole have the effect of
altering the ratio of undesirable
events to total event based on
identified risks, threats,
vulnerabilities, and probability of an
undesirable occurrence

e ¥l g 5 Jane it (i i Lgileny
Dhlaal sy sl Jleay 4l 452 5l
s &5 Al el il of gl
Lt e e Gala g s ddllaial

assets after entrance through a primary o AaB) ) dAaiall st ))) JA2all G b daal e
access controlled entry Aial) 5 jlasd)

secure asset A person, structure, facility, ) Sl slaall 5l 31 el sl liiall sl ol 2 ) 4iagall J gua¥)
information, material, or process Alaall (e e il giune llats Al o gall
requiring a high level of protection

security The implementation of a set of a3 Caty Hulai s Dlel ja) Ao sama (Gukal (Y

security control

A room or building that serves as the

BaLAll ) S padig s 5l A8 0

LiaY) 5 hadl 38 e
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center primary command and & Sl YL S a5 Aiad) 5 el

communication hub for all security- oYL Adlaiall AadaiV) 5 il slaall 23S

related information and systems
security An action, measure, or device e G jall 8 eal 5l ulaay Jladl de sena Balaal) AuiaY) laill
countermeasures intended to reduce an identified risk a3 Al 3 jlalall Jlis

security force

A personnel-based security
countermeasure

I e 2y slias il ) 2]

aidy) 5 g8l

security inspection
and validation

SIv

Security inspection and validation

(e hsdal)
SIV/@8aill g

il g L iay) gandl)

security inspection
and validation
program directive

A written order for implementing and
conducting a security inspection and
validation program on a regular basis

o) oals 2 ol 4 g Clgan i Ao gana g
%)}AM@AS”MU&M\@U%

Talim paldd) Julal)
Giaill g eyl Gaadl)

security policy

A set of rules and practices that
specify or regulate how a system or
organization provides security
services to protect sensitive and
critical system resources

4088 alaii 5l 203 Cilu jlas g 2 8 de sans
LieY) laddll b gt sl ol SUaill oL
Aol AU Lalall o )l gall djleal
Laluaall

Aty Aubad)

seismic sensor

A device that detects vibrations in
the ground, most often used to
detect the magnitude of earthquakes

S Y s Sl il a0 5 Slea
d‘)‘j‘)ﬂ 3‘95 M‘)S sale ?&“‘U :\,).\'a_)‘Y\

R NCR SR

normal detection zone without
triggering the alarm

A (s ladin) Slead (oankall aa )
D13 Sl

shock front The leading edge of a blast wave; (o OS5 Hladiyl s sl A Hl) ALA) danal) dadia
made of compressed gasses A sriae O jle
shrapnel Materials such as nails, ball bearings, | 4l Sl Sl 5l suabuall Jia 3l 50 (e 0 5S5 Lld Ay
or fence staples included in the e (B iy diaaall Slalaad) jadbss )
construction of a bomb to produce DY) A ga Lebent Adudia Lol 2 1) AL.8
uniform fragments that will be e Al 2aed daial) )yl Blad) o (S
carried outward by the blast wave Sliadl s ) 3Y1
that are intended to deliberately
inflict additional personal and
property damage
spoofing The act of passing through a sensor’s Sl e g pall (gl Maall sl Jolas ga Jail 8 Jusay)
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participants have learned by asking
them to explain the content back to
the facilitator. It is a test of how well
facilitators explained a concept. This
type of exercise provides another

agie allay (s @y 5 okl | galas 38 (S HLiiall
DRl a5 aall () samall & 5 ) gasm O
eseiall (Gmoaall) Cpmsal) 7 82 93 52l
oA a8 el e g sl a8 h
Q\JL@.&A&JLAAJ&}AXIJLQ)SEC&SJLM

stealth An act of completing an adversarial agal) pualic A8 o (g 5k Ll dae (2 FWREY]
task without being noticed, or going Al o) Laadl Gl G50 padd) L o i )
undetected
subject matter SME Person with real expert knowledge ALl (Blath Adiia Auaiad’ & jlge dl Hud | SME (e Jlaa (A
expert about what it takes to do a particular 8200 aills 5
job
surveillance The monitoring of a person, facility, e Chago dilaia ) sLiie ol Ll 48] e 48 jall
or area with the intent of gathering Aaa Sl A (e Lo e @lld (55 5 eila slaa
information, generally through Aal
discreet observation
surveillance A defensive security operation used oLl e Biaill gy alil) o el Al Glee da ) cads
detection to determine whether a person or Vol (Hhaadl aa Jl Slilany ol ) Bac 5l 38
persons are conducting hostile s (e ) (5285 Cige S Ll b (5S4
surveillance; conducted temporarily m‘{“” ‘—‘u‘“‘ e 2O U““‘“:““ G A
or (for some critical infrastructures) S Agaall s el lalial) A5G q{,ﬂ\}
permanently by an individual or full- Al
time by a trained team to observe,
recognize, and confirm suspicious
activities
surveillant A person conducting surveillance 2ol a i (Al sl Ll I
suspicious activity Any observed behavior that could A 5l Q) dee (e oy b sale el gl (6 Agadll jia bl
indicate terrorism or terrorism- Gl YL Al
related crime
switches IED component that is used to make, o oadall Jlead) S e (58 sp LA gl
break, or change a connection ) Lgadad ) Alia gl) Jaad padny 58 5 a3 yall
between the power source, initiator, Al g foaldl 5 A8 Haan G s s
and main charge A
TeachBack A TeachBack is a way to confirm that O e Gl 4G Hla g8 ela i) adadll S A anladl)
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opportunity for participants to recall
what they have been taught and
practice their public speaking skills.

OFFICE OF ANTITERRORISM ASSISTANCE - FOR TRAINING PURPOSES ONLY

terrorism Premeditated, politically motivated a5 g Al @bl 5 Al cdentia e <Y
violence perpetrated against ) Agiha g 50 Clelan Aol 5 A3iae alaal
noncombatant targets by subnational (52) <2 2656 mudll 22 33l G pos e Shee
groups or clandestine agents. Title sasiall SV Sl (518 G
22, Section 2656f(d) of the United
States Code

terrorists Individuals who unlawfully use force gl e ahaaiayl ) Ostal palas Osmla Y
against persons or property to ) Al GlSliaal) ) ) Y1 i il 5 3 8l
intimidate or coerce a government alaa] Gaiail (pisall LeilSas 5 L ‘1“)% ol S}
and its civil population to achieve a Ageldial o) by
political or social objective

theft The unlawful possession of property, | o eSiuY) Gask o de s dall e 350l 48 )
equipment, information, materials, or | 5 3sall 5} «lasladdl 5l (laaall 5l CilSTiaal)
other valuable products; may also A8l CJL“““‘ J"““ By Aiall) Claiiall il
refer to unlawful diversion of funds ol gl ) gal de 5 50 e G a3 )
or information sl

threaded exercise A scenario-based progressive e Al (ol lal) ALY g jlisns 50 prda (uali oy jal
learning activity that builds upon the | i) Sl sl Sl sise B Al wiladl) Gl 21
learning objectives outlined in the Ol anat
modules in which the exercise occurs

threat Natural or man-made occurrence, 12 OIS elsm ladY) giaa e sl oapd Siaa Lagil)
individual, or action that has or Dl sl ol Baby O (S Slee ) ULS )
indicates the potential to harm life, 3 Slaglaall gl slally ) puall Glad) dlsa) M)
information, operations, the (STl 5l 5 il 5l Clleall
environment, and/or property

threat analysis Product or process of identifying or «(Jad¥) LAY ppis 3 pasidlee odiie gl Jalad
evaluating entities, actions, or ¢l gia (el ML S o) a5l )
occurrences, whether natural or Gigan AlSa) ) pad 5l Gt o LeiSa Al
man-made, that have or indicate the Al 5l Glleall 5l Sl slaall ) sLall SP e
potential to harm life, information, (lSliad) i/ 5
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operations, the environment, and/or
property

threat spectrum

The range of potential threats to a
critical infrastructure asset

led (i Al Aol gl 3lhai sa
Joaa Y Cld Agiadl) Al 3 gal) J s
A )

gl glad

threat spectrum
matrix

A table that visually illustrates the
relationships between consequence,
level of consequence, and probability
of occurrence

e Baeluall Jgan JSG A 40l 48 hins 8
Ay gl (BBl L e
LG gaall ddlaial g ) gall 3 glad

g3 (3l 4 shiaa

throughput

A measure of effectiveness of entry
control; the number of authorized
personnel allowed access per unit of
time

Am@)%dpd}sﬂ\géﬂ\@bngﬁ
oalal J s landl e iy ) )
L dyia ) Ban g A 0 sl

Jsaal dau

time-activated

Use of a switch that functions after a

Janll Tas G301 a0 Gl e )k 0

Ty G Ty o

method set time is reached (e G5 & 5l die

treaty A formal agreement between two or AS) G A 50 G e A8 Saalaal)
more states

trinitrotoluene TNT Trinitrotoluene (explosive material) (Csd 585 i ) 3 yadia 33l | TNT Ol 58 iy 6

type | error The false rejection of an authorized el Al 7 jeae pad il A (i) oY g sl (e Uad
person

type Il error The false acceptance of an Al Al 7 s ye il A Flas A £ ol (o Uad
unauthorized person

United Nations UN United Nations saaiall aeYl | UN daaial) aa¥)

United States us United States saaidl Y Sl | Us daadiall ¥ l)

Universal UDHR Universal Declaration of Human Oyl @il el 3eY) | UDHR Gsiad alladl Bey)

Declaration of Rights Glesdy)

Human Rights

unsatisfactory The rating used in evaluating Alanl) alas A 0led apd A addiisall o) Jofha 8

effectiveness of a physical protection
system; means that the elements of
the physical protection system are
not functioning as designed and that
the effectiveness has been reduced

Y gl e alkas pualic o ixgy - Apalall
uijd;\ww\uaﬂm‘ggch&d@
L) dass ) ) a8 Leidlag

CISR Train The Trainer V1.00

OFFICE OF ANTITERRORISM ASSISTANCE - FOR TRAINING PURPOSES ONLY

Page 21 of 22




Course Glossary

to the point of failure

vehicle-borne VBIED Use of a vehicle as the container and 5 yadiall 3 jead il lal LS ja aladiil | VBIED “MJAS‘ S adial) 3 562)
improvised explosive delivery method for an IED Lebia il Al 5 5 Al ) A8 0 e Al ganall
device
victim-activated Use of a switch that activates by the (e g st o Llauall Ao 5o $UY) ~lida Gk o Jaddl) 44y 4k
method actions of an unsuspecting individual | ekl Gaob oo lebiandi iy Al Clalasall G ol plabaua)
S e o Adad 5y &l a5 i jlal) Ll
e
vulnerability A physical feature or operational o ad Ll e Al Gldia ) ale Sl inal) Jalds
attribute that renders an entity open Oze 23l o) a3 (38 5a ) 5L
to exploitation or susceptible to given
threat
vulnerability analysis A product or process of identifying Atllaall 5l dpalal) Slawd) yaatdylae ) i iral) Bl Jalas
physical features or operational bl 5l Jgnal 5l 3850 ) Slall a3 A
attributes that renders an entity, Chuagi A3Y 5l Al jaa halia “—'&“ 3
asset, system, network, or Baann
geographic area susceptible or
exposed to threats
vulnerability analysis | VAM A systematic approach that security oY) el iy sl mgie e Ske | VAM ciaal) bl Jlat Apagia

methodology

experts use to detect vulnerabilities
and determine the level of
effectiveness of a physical protection
system

Allad (5 gise aa s Caiall Ll CalisSy
Ll el e

vulnerability analysis
team

The people responsible for planning,
conducting, and reporting on a
vulnerability analysis; team members
of may include a project manager, a
security system technologist(s), and
subject matter experts from the site

3015 daiil) g Jasdadsll e J g gasall (3 4l
i panaly 38 ¢camaall Jald Jalad il e
e alaill il o) 52l 5 ¢ 5 piiall
&l (3 Ganadial o) pall

Cirdal) bl Jalas 558

CISR Train The Trainer V1.00

OFFICE OF ANTITERRORISM ASSISTANCE - FOR TRAINING PURPOSES ONLY

Page 22 of 22




